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• CTO and Co-founder @ Zenity
• OWASP LCNC Top 10 project lead
• Dark Reading columnist
• BlackHat, Defcon, BSides, OWASP

• Hiring top researchers, engs & pms!

Hi there👋

@mbrg0

darkreading.com/author/michael-bargury
github.com/mbrg

https://www.darkreading.com/author/michael-bargury
https://github.com/mbrg
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Why invite guests in?
And the promise of deny-by-default access
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How can two parties collaborate over a 
bunch of files?

F1000 
enterprise

Small 
vendor
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Option 1: just email sensitive files around
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Option 2: trust a rando on the internet
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Option 2: trust a rando IRL

Source: deaddrops.com

https://deaddrops.com/
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Option 3: invite them in

Azure AD

F1000 tenant

EntraID
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Option 3: invite them in

Azure AD

F1000 tenant

“external users can "bring their own identities." 
... and you manage access to your apps … to 
keep your resources protected.“

EntraID
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Safe guest access must be:

(a)Easy for vendors to onboard
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Safe guest access must be:

(a)Easy for vendors to onboard
(b)Easy for IT/security to control
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(a) It’s 
super easy 
to get a 
guest 
account
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(a) It’s 
super easy 
to get a 
guest 
account

Source: @_dirkjan at 
BHUSA 2022
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(a) It’s 
super easy 
to get a 
guest 
account

Perhaps too easy?

Source: @_dirkjan at 
BHUSA 2022
* Vulns were fixed.
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Safe guest access must be:

(a)Easy for vendors to onboard
(b)Easy for IT/security to control
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(b) Understanding how control works

Partners, vendors, suppliers, 
other collaborators

Azure AD

F1000 tenant
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(b) Understanding how control works

linked

Partners, vendors, suppliers, 
other collaborators

Azure AD

F1000 tenant



#BHUSA @BlackHatEvents

@mbrg0
mbgsec.com
t2’24

(b) Control guests like employees

linked Azure AD

Enterprise controls to ensure secure access: MFA, RBAC, CA, device 
attestation, threat monitoring …

EntraID
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(b) Applying security controls to guests

Need guest access è Require security controls
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(b) Applying security controls to guests

Security controls è Require AAD account

Need guest access è Require security controls
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(b) Applying security controls to guests

Security controls è Require AAD account

Need guest access è Require security controls

AAD account è Grants full access Q.E.D. …?
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(b) Applying security controls to guests

Security controls è Require AAD account

Need guest access è Require security controls

AAD account è Grants full deny-by-default access 
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EntraID guest recap
• It’s super easy to get a guest account
• AAD security controls apply
• Access is deny-by-default
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Guest accounts in practice
The real implication of guests
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Everything works as expected ?

40
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Everything works as expected ?

41

??
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Guest 
exploitation 
state of the art
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state of the art

1. Phishing via Teams
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1. Phishing via Teams

https://www.microsoft.com/en-
us/security/blog/2023/09/12/malware-distributor-
storm-0324-facilitates-ransomware-access/

Guest exploitation 
state of the art
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Guest exploitation 
state of the art
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1. Phishing via Teams
2. Directory recon

@DrAzureAD at aadinternals.com/post/quest_for_guest/

Guest exploitation 
state of the art

https://aadinternals.com/post/quest_for_guest/
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State of the art ends here. 
But hackers want more!

Can we access company data? Edit or delete data? Perform 
operations?
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Go have an early 
lunch

https://make.power
apps.com/environm
ents/Default-
fc993b0f-345b-
4d01-9f67-
9ac4a140dd43/con
nections

https://make.powerapps.com/environments/Default-fc993b0f-345b-4d01-9f67-9ac4a140dd43/connections
https://make.powerapps.com/environments/Default-fc993b0f-345b-4d01-9f67-9ac4a140dd43/connections
https://make.powerapps.com/environments/Default-fc993b0f-345b-4d01-9f67-9ac4a140dd43/connections
https://make.powerapps.com/environments/Default-fc993b0f-345b-4d01-9f67-9ac4a140dd43/connections
https://make.powerapps.com/environments/Default-fc993b0f-345b-4d01-9f67-9ac4a140dd43/connections
https://make.powerapps.com/environments/Default-fc993b0f-345b-4d01-9f67-9ac4a140dd43/connections
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Business users 
are building their 
own apps w/ low-
code/no-code + 

GenAI
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Credential 
Sharing as a 
Service: The Dark 
Side of No Code

Michael Bargury
RSAC 2023

Is this actually being used?
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~8M active Power devs today!

Credential 
Sharing as a 
Service: The Dark 
Side of No Code

Michael Bargury
RSAC 2023
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Exploit



#BHUSA @BlackHatEvents

@mbrg0
mbgsec.com
t2’24



#BHUSA @BlackHatEvents

@mbrg0
mbgsec.com
t2’24



#BHUSA @BlackHatEvents

@mbrg0
mbgsec.com
t2’24



#BHUSA @BlackHatEvents

@mbrg0
mbgsec.com
t2’24



#BHUSA @BlackHatEvents

@mbrg0
mbgsec.com
t2’24



#BHUSA @BlackHatEvents

@mbrg0
mbgsec.com
t2’24



#BHUSA @BlackHatEvents

@mbrg0
mbgsec.com
t2’24



#BHUSA @BlackHatEvents

@mbrg0
mbgsec.com
t2’24



#BHUSA @BlackHatEvents

@mbrg0
mbgsec.com
t2’24



#BHUSA @BlackHatEvents

@mbrg0
mbgsec.com
t2’24



#BHUSA @BlackHatEvents

@mbrg0
mbgsec.com
t2’24



#BHUSA @BlackHatEvents

@mbrg0
mbgsec.com
t2’24



#BHUSA @BlackHatEvents

@mbrg0
mbgsec.com
t2’24



#BHUSA @BlackHatEvents

@mbrg0
mbgsec.com
t2’24



#BHUSA @BlackHatEvents

@mbrg0
mbgsec.com
t2’24

So we were able to bypass the license 
requirement

But blocked by... DLP?
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https://www.zenity.io/microsoft-power-platform-dlp-bypass-uncovered-finding-5-parent-and-child-flow-execution/
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https://www.zenity.io/microsoft-power-platform-dlp-bypass-uncovered-finding-5-parent-and-child-flow-execution/


