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Power App is using azure-apim.net to 
fetch connection data

GET https://europe-002.azure-apim.net/apim
/sql/ff47194e357e459b8756a5f43f59ccc6
/v2/datasets/customercareinsights.database.windows.n
et,enterprisecustomers
/tables/%255Bdbo%255D.%255BCustomers%255D/ite
ms'
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Let’s take a closer look at this token
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Where are we again?
Got guest access.
Found a bunch of creds on PowerApps.

Tried to access 
à Blocked by license à Got a license
à Blocked by DLP à Pivoted connection (bypass vuln under disclosure)
à Blocked by prog access to API Hub
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Solving for scope
We need to find an AAD app that is:
1. On by-default
2. Pre-approved to query API Hub
3. Public client

Well, we know about the 
PowerApps portal!
But we can’t generate 
tokens on it’s behalf.
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How does msft cross-app SSO work? (or –
introduction to family of client IDs)

@detectdotdev
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Family of client IDs

Microsoft Azure 
CLI

API Hub token
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Exchange tokens to win
We need to find an AAD app that is:
1. On by-default
2. Pre-approved to query API Hub
3. Public client
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Try it for yourself!

github.com/mbrg/power-pwn

https://github.com/mbrg/power-pwn
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Data

Biz logic

Access

Code

Identity

Runtime
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Cloud LCNC

Customer

Platform

We must own 
our side of the 

Shared 
Responsibility 

Model
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Platforms have to step up 
Data

Biz logic

Access

Code

Identity

Runtime

…

Customer

Platform

Every SaaS is a Low-Code/No-Code platform today.

They need to own the code running on their platforms, in 
addition to the rest of the Shared Responsibility Model.



#BHUSA @BlackHatEvents

@mbrg0
mbgsec.com
t2’24

Platforms have to step up 
Data

Biz logic

Access

Code

Identity

Runtime

…

Customer

Platform
https://www.tenable.com/security/research/tra-2023-25
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What could go wrong?

• Are apps moving data outside of the corp boundary?
• Are users over-sharing data?
• Are we allowing external access?
• Are we properly handling secrets and sensitive data?
• Do apps have business logic vulns?
• …
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What could go wrong?

• Are apps moving data outside of the corp boundary?
• Are users over-sharing data?
• Are we allowing external access?
• Are we properly handling secrets and sensitive data?
• Do apps have business logic vulns?
• …

Who owns AppSec for apps built by business users?

Customer

Platform

Data

Biz logic

Access

Code

Identity

Runtime
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Protect your org!
Build secure apps

Code, links and details è mbgsec.com/talks & 

https://mbgsec.com/talks
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Protect your org!
Build secure apps
1. Don’t overshare
2. OWASP LCNC Top 10
Harden your env
3. Secure configs
4. AppSec
Hack your env
6. powerpwn

Code, links and details è mbgsec.com/talks & 

https://mbgsec.com/talks
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SecTor Sound Bytes
1. Take a deep look at your EntraID guest strategy, guests are 

more powerful than you think

2. We’re leaving business users alone with security v 
productivity decisions, what did we expect them to choose?

3. To get a full dumps of SQL/Azure resources, all you need is 
guest
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