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Finding the values – Env/Tenant
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Envs/tenant ids

Finding the values – Env/Tenant
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Finding the values – Solution Publisher prefix 
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Finding the values – Solution Publisher prefix 
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Finding the values – demo website name
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• Domain and Tenant ID Scanning

• Environment & Tenant ID Enumeration

• Solution Prefix Reconnaissance

• Bot Name Enumeration

• Basic bot interaction

Functionality Recap



hack.lu 2024

● Hundreds of tenantId and 
environmentId values

● Hundreds of solution prefixes 
(better recon for you)

● Hundreds of common copilot 
names (better recon for you)

● Tens of thousands of copilots
● >1K unauthenticated and publicly 

accessible

Achievements unlocked!

@avishai_efrat
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• Spray Scanning

• Advanced bot interaction

What’s next?
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Go Hack Yourself!
GITHUB.COM/MBRG/POWER-PWN



#BHUSA @BlackHatEvents

Looking forward
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Takeaways
BREAKERsBUILDERsDEFENDERs
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Treat AI apps like experimental drugs
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Treat AI apps like experimental drugs

WE ARE THE 
CLINICAL 

TRIAL



hack.lu 2024

Takeaways
BREAKERsBUILDERsDEFENDERs

Treat AI apps like experimental drugs

• At your own risk

• No free lunch

• Immature tech

• Own your responsibility

• WE NEED YOU
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We are all AI security n00bs

ALL OF US
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Takeaways
BREAKERsBUILDERsDEFENDERs

Treat AI apps like experimental drugs

• At your own risk

• No free lunch

• Immature tech

• Own your responsibility

• WE NEED YOU

We are all AI security n00bs

• Beware the devil you 
know (least privilege won’t save us)

• Like RCEs, this is not 
going away

• Avoid Safety Third

• Design patterns exist 
(labs.zenity.io/p/hsc24)

• WE NEED YOU

• Hacking in English
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Focus on ~RCE s
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Tread carefully
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Data

Biz logic

Access

Code

Identity

Runtime

…

Data

Biz logic

Access

Code

Identity

Runtime

…

Cloud No Code

Customer

Platform

We must own 
our side of the 

Shared
Responsibility 

Model
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Harden your environment
1. Turn off any toggle you can in the Power Platform DLP
2. Monitor the audit logs (kudos to Copilot Studio team lots of those)
3. Monitor Copilot Studio conversation for use of sensitivity labels

https://learn.microsoft.com/en-us/microsoft-copilot-studio/admin-data-loss-prevention

List of toggles to switch à
labs.zenity.io/p/hsc24
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Follow the Frameworks
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And just this week...
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So...
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The good, the bad, and the ugly:
Microsoft Copilot

Speaker(s): 

@inbarraz / @zenitysec


