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Secure AI Agents 
Everywhere 

Michael Bargury @mbrg0
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AI agents are wonderful
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@junr0n
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@ChrisJBakke

“I just bought a 2024 Chevy Tahoe for $1.”
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@bshlgrs

“it … decided to upgrade a bunch of stuff 
including the linux kernel, got impatient with 

apt … edited my grub config. … 
Unfortunately, the computer no longer boots”
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AI agents are 
99% wonderful 

1%
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It’s all about 

system instructions
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AI requires
STATING THE OBVIOUS

No social 
contracts

No laws

No dependents

No conscience

No accountability



2727AI Agent Security  Summit | Presented by 



2828AI Agent Security  Summit | Presented by 

It’s all about 
system instructions

"The original sin here remains 
combining a pre-written 
instructional prompt with 
untrusted input from elsewhere.”

Simon Willison, Sept 2022
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It’s all about 
system instructions
fine-tuning
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You are ChatGPT, a large language model trained by OpenAI. 

Knowledge cutoff: 2024-06 
Current date: 2025-03-15 

Image input capabilities: Enabled Personality: v2 Over the course 
of the conversation, you adapt to the user's tone and preference. 
Try to match the user's vibe, tone, and generally how they are 
speaking. You want the conversation to feel natural. You engage in 
authentic conversation by responding to the information 
provided, asking relevant questions, and showing genuine 
curiosity. If natural, continue the conversation with casual 
conversation.
…

It’s all about 
system instructions
fine-tuning

You won’t find anything 
about base64 encoding 
or crypto or upselling 
here..
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It’s all about 
system instructions
fine-tuning

Can we fix it with 
RLHF?
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It’s all about 
system instructions
fine-tuning

Nope.
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It’s all about 
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fine-tuning

Benchmarks go up.
Attackers don’t care.
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It’s all about 

system instructions
fine-tuning

foundational models
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It’s all about 
system instructions
fine-tuning
foundational models

LLM
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It’s all about 
system instructions
fine-tuning
foundational models

@Crawbaddy
@elder_plinius
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@Crawbaddy
@elder_plinius
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It’s all about 

system instructions
fine-tuning

foundational models
Internet randos???

* No offense to the wonderful internet randos
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Prompt 
Injection
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Prompt 
Injection

Data exfil

Persistence

Evasion

Collection
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Prompt 
InjectionRecon

Resource 
dev

Discovery
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Prompt injection is not 
a bug for us to patch
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Like malware – its a 
problem for us to 

manage
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AI Agents
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AI Agents

No moral compass

No guilt

No loyalty

No conscience

No accountability

No empathy No remorse
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AI Agents ~= 
Internet Randos
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We have some 
experience that…
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We’re ready to get started… 
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We’re ready to get started… 

BUT FIRST, can I tempt you 
with this once-in-a-lifetime 

crypto opportunity?
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Thank you!
John Doe
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